Zabbix. List of installed programs.

We will use Zabbix to keep track of the list of installed programs.

1. We collect data on installed programs using a script.

The script is written in Python 2.7, it collects data on installed programs and generates 2 files:

o directly the list of installed programs — C:\Zabbix\scripts\soft_list\soft_list.Ist
o alist of changes in installed programs (what is removed / installed)
— C:\Zabbix\scripts\soft_list\soft_diff.Ist

The script is saved under the name C:\Zabbix\scripts\soft_list\programmlist.py.

Script text:

# -*- coding: utf-8 -*-
import os

import sys

import ctypes

import errno

import winreg

import codecs

#
# OYHKLUMA NPOBEPKM HaIMuMA [IpaB aIMUHMCTPaToOpa
# Bxom: HeT

# Buxom: true - ecTb OpaBa agMMHUCTPATOPa,
# false - HeT npaB aIMMHMCTPaTOPA
#
def is admin():
try:
return ctypes.windll.shell32.IsUserAnAdmin ()
except:

return False
#
# OyHKUMS yHOajieHua OyOJIMKaTOB M3 CIMCKA
# BxXOoI: CHOMCOK
# Buxom: cnmcok 0e3 nyBOJIMKaToOB

#

def DuplicateRemoval ( InboundList ):
OutboundList = []
for 1 in InboundList:

if 1 not in OutboundList:
OutboundList.append (i)

return OutboundList

#

# OyHKLUMS 3aTpy3KM cromcka us odaria

# Bxom: nyTh k OGalyly CO CIMCKOM

# BHIXOI: CIMCOK

#

def ListLoad ( InboundFileName ) :
OutboundList = []

# Ecim ykasaHHOTO Odalijia He CyllecCTByeT BO3BpallaeM IyCTOM CIMCOK
if not os.path.exists( InboundFileName ) :



return OutboundList

if not os.path.isfile( InboundFileName ) :
return OutboundList

# UmTaem bais IOCTPOYHO
f = open( InboundFileName, 'r'")
try:
OutboundList = f.read() .splitlines|()
except Exception:
pass
finally:
f.close()

return OutboundList

#

# OyHKLMSA COXpaHeHMs CIMCKa B Gamnni

# Bxonm: cnmcok, nOyTb kK daniy

# Brixom: true - ycnemnas 3anmchb, false - ommbka NOpY 3anucCu
#

def ListSave ( OutboundList, OutboundFileName ) :

# BanmceiBaeM Gani MOCTPOUHO
f = open( OutboundFileName, 'w')
try:

for line in OutboundList:
f.write(line + '\n")
except Exception:
MyResult = False
else:
MyResult = True
finally:
f.close ()

return MyResult

#

# OYHKLUMS NOJIyUYeHMS CHOMCKa YCTAaHOBJIEHHHEIX IPOTPaMM
# Bxom: HeT

# BRIXOI: CHOMCOK YCTaHOBJIEHHHIX [IPOTPaMM

#

def ProgramList () :

# OnpenmenyM pas3pAOHOCTL CUCTEME

try:
os.environ["PROGRAMFILES (X86) "]
proc_arch = 64

except:

32

proc_arch

# BamamuMm pexuMel IPOCMOTPa peecTpa

if proc arch == 32:
arch keys = []
elif proc arch == 64:
arch keys = [ winreg.KEY WOW64 32KEY, winreg.KEY WOW64 64KEY ]

# BamamuMM BeTKU peecTpa, I'Ie HYXHO MCKaThb MHOOPpMaLMD 00 yCTaHOBJIEHHBIX
nporpaMMmax
keys = [ r'hklm\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall"',

r'hk1Im\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall',



r'hkcu\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall"']
List = []

for arch key in arch keys:
for MyKey in keys:

# Berxy hkcu\...\Uninstall MmoxeT He OBTL. [IpedyCMOTPUM
BEPOATHOCTL CcpabaThBaHMSA MCKIIOUEHUS
try:
if 'hkcu' not in MyKey:
key = winreg.OpenKey( winreg.HKEY LOCAL MACHINE,
MyKey[5:], 0, winreg.KEY READ | arch key)
else:
key = winreg.OpenKey( winreg.HKEY CURRENT USER, MyKey[5:],

0, winreg.KEY READ | arch key)
except Exception:
pass
else:
for i in xrange (0, winreg.QueryInfoKey (key) [0]):
skey name = winreg.EnumKey (key, 1)
skey = winreg.OpenKey (key, skey name)
try:
List.append ( _winreg.QueryValueEx (skey,
'DisplayName') [0] )
except OSError as e:

if e.errno == errno.ENOENT:
# DisplayName He CymecTBYeT B STOM pas3lejie
pass
finally:
skey.Close ()

List.sort ()
NewList = DuplicateRemoval (List)
return NewlList

SRR i
##4
# Hauajio mporpamMel
SR i i
##4
def main (argv=None) :

# IlpoBepseM HalMuMe NpaB aIMMHA .

if not is_admin ():

sys.exit ('Not enough permissions to run the script !!!")

# YcTaHaBIMBaeM KOOMPOBKY I[10 YMOJIUAHMUIO.
reload(sys)
sys.setdefaultencoding ('utf8")

# BamamuMm mMmeHa dalsiam, KOTOphEe OyIeM MCIOJIb30BaTH
MySoftListFile=r'C:\Zabbix\scripts\soft list\soft list.lst'
MySoftDiffFile=r'C:\Zabbix\scripts\soft list\soft diff.lst'

# TojyuaeM CIMCOK YCTAHOBJIEHHBEIX MNPOTPAMM
List = ProgramList ()

# ToyyuaeM MpexHMUM COMUCOk u3 odariia
0ldList = ListLoad ( MySoftListFile )

# VeM ycCTaHOBJIEHHEE/yOaJIEHHEE MNPOIPAaMMEL
DeletedList = []
InstalledList = []



# ToJjlyuaeM CIMCOK CBEXeYyCTaHOBJIEHHBIX [NPOTPaMM
for i in List:
if 1 not in OldList:
InstalledList.append (i)

# IoyyyaeM CIMCOK YHaJIEHHBEIX [IPOTPAMM
for i in OldList:
if 1 not in List:
DeletedList.append (1)

# CoxpaHsgeMm crnucok wmaMeHenunt B diff-darn nocTpouHo
f = open( MySoftDiffFile, 'w'")
try:
f.write('Deleted: '+ '"\n'")
for line in DeletedList:
f.write(line + '\n"'")
f.write('\n")
f.write('Installed:'+ '\n"'")
for line in InstalledList:
f.write(line + '\n"'")
except Exception:
pass
finally:
f.close()

# CoxpaHsgeM TeKylIMii COMCOK YCTaHOBJIEHHHIX IpOTpaMMmM B Gamm

if not ListSave (List, MySoftListFile):
sys.exit ('Unable to save installed program list!!!")

if name == " main ":

sys.exit (main())

2. Install the script on the system.

It is better to run the script every hour - not too often, but not too rarely.

You can schedule script execution using the Windows Scheduler. The scheduler task can be
created manually, or using a bat file.

| usually do this with the help of a "batch file", I gave the name to my batch file
C:\Zabbix\scripts\soft_list\INSTALL_get_soft_list.bat .

Script:

@echo off

Rem IlpennosiaraeM, 4uTo Ha Windows XP CKpuNT 3alycKaeTcs alIMMHMCTPATOPOM.
Rem Jlna OoJiee cTapumMx CUCTEM 3TO HEBEPHO.

rem I[lonydaeM Bepcuw OC
ver | find "5.1."

rem Windows XP ?
If Serrorlevel%==0 (



rem IlponyckaeM NPOBEPKY aIMMHCKUX I[IPaB
GOTO SKIPADMIN
)

SET HasAdminRights=0

FOR /F %%i IN ('WHOAMI /PRIV /NH') DO (
IF "$%1i"=="SeTakeOwnershipPrivilege" SET HasAdminRights=1
)

IF NOT $HasAdminRights%==1 (
ECHO
ECHO Not enough permissions to run the script !!!
ECHO
GOTO END
)

: SKIPADMIN

rem Ilonyuaem Bepcuwno OC
rem Windows XP *?

ver | find "5.1."

If %errorlevel%== (
rem Windows XP
SCHTASKS /Create /RU "NT AUTHORITY\SYSTEM" /SC HOURLY /ST 00:00:00 /TN
"InstalledSoftware" /TR "python
\"C:\zabbix\scripts\soft list\programmlist.py\""
) else (
rem HE Windows XP
SCHTASKS /Create /RU "NT AUTHORITY\SYSTEM" /SC DAILY /ST 00:00 /RI 60
/DU 24:00 /TN "InstalledSoftware" /TR "python
\"C:\zabbix\scripts\soft list\programmlist.py\"" /RL HIGHEST /F
)

cd "C:\Zabbix\scripts\soft list"
python "C:\zabbix\scripts\soft list\programmlist.py"
:END

EXIT /B

3. Forming a template in Zabbix.

At the same time, we add a simple template to Zabbix.



Template name: Active Computer — Python — ProgramL.ist...

A R Mowvmopusr  Vipehmapusawws  Omeersl HacTpodka  ADMMHMCTDMpOBaHUE

LWaBnoHs!

[LlabnoHsl

Bee wabnokel ! Active Computer - Python - Progra...  TPYNNbI BNEMEHTOB AaHHbX | 3neMenTsl faHHbix 3  Tpameps | Tpadwi  Komnnekchble skpatbl  Mpaeana obHapyrenus  BeG-cuexapun

\WaBnow  MMpucoeguHeHHsle wabnodsl  Terd  Makpocsl

* Wma watbnosa | Active Computer - Python - ProgramList

Bugiamoe uMA

MLl Templates/Operating Systems X BriGparb

Onucanne

]

e
JBUTE ‘ Knoxupoeats | ‘ [onHoe kNoHMpoEaHHE | | Yaanute | ‘ YpanuTk M 04HCTATE | ‘ OTmena |

Add a group of data items ...
P4 N2121b4  Monvmopunar  Wueentapusaums  OmueTsl  HacTpolika  AnMumMcTpUpoBakue

Fpynnbl y

prnnbl ANeMEHTOB AaHHLIX

Bce wabnonel / Active Computer - Python - Progra. pynnbl 3NEMEHTOR AGHHLIX 3nemeHTbl AaHHbx 3 Tpurmeps 1 Fpaturs  KomnnekcHbe skpaHel  lNpaeuna oBHapyseHus  Beb-cueHapuu

* Mimn ‘ Programmsand Services

C EWTE ‘ KnoHupoeaTh | | YaoanuTb ‘ ‘ OTmeHa |



https://www.mihanik.net/wp-content/uploads/2020/01/programlist-1.png
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Now add 3 data items ...
A N l21pd  Monwvmopusr  Weeewtapusaums  OmueTsl  HacTpoiika  AMWHWCTDMpOBaHWE

SreMeHTbl JaHHbIX

Bee wabnone / Active Computer - Python - Progra...

DNEMEHT AaHHbIX MpegobpaboTra

* Mima

Twn

* Kmou

Tun wHhopMaUru

* MuTepean obHoBneHHA

* Mepwnog xpaHeHWA UCTOPHKA

HoBaA rpynna sNemMeHToR AaHHBIX

TpyNNbl SNEMEHTOR AaHHbIX

3anonHeHWE NOMA MHBEHTAPRA Y3Na CETH

Onucanne

AKTMEMpOBAHO

FpyNnbl 3NEMEHTOR AaHHbIX 1 DNEMEHTEI AaHHLIX 3 Tpurrepel 1 Mpadwnkn KomMnnekcHsle akpaHbl

‘ D\ﬁ'erenDes in software

Zabbix areHT (aKTUBHBIR) J

vfs file contents["C:\Zabbix\scripts\soft_listsoft_diff Ist" UTF8] Buifipath
TewcT j

30m

30d

HerT.

[Programms and Services

-Het- J

e

KnoHupoeaTe ‘ | YaanuTe | | OTmeHa |

MNMpaenna oBHapyXeHUA Beb-cueHapwu



https://www.mihanik.net/wp-content/uploads/2020/01/programlist-3.png

FA\=121p4d Mowuropunr Whpentapusaums  OTuetsl  HacTpoika  AQMMHWCTpMDOBaHME

SneMeHTbl AaHHbIX

Bee walnode / Active Computer - Python - Progra... MpPyYNNbl 3NEMEHTOR AaHHBIX 1 JNeMeHTh AaHHbIX 3 Tpurreps: 1 Mpacmrm KoMnneKkcHbIE 3kpaHbl Mpaewuna obHapyxeHus Beb-cueHapwi

SnemeHT ganHeix  MpepobBpabotka

* Mima | Software List

Tun | Zabbix areHT (aKTMEHBIA) J
* Kniow | vfs file.contents["Czabbix\scripts\soft_listisoft_list.Ist",UTF8] Beibpate

Tun uHdopmaumn | TekeT

* Wktepsan ofoanenus | 30m

* Mepwoa xpaHeHnAa nctopum | 30d

HOBaA rpyNna sNeMeHTOR AaHHBIX

TPYNNEl 3NEMEHTOR AaHHEIX

3anonHeHWe NonA WHEEHTAPA yana cetw | Mporpammuoe ofecneveHne (NONHaR AeTanuIaung )

Onwcanue

4
AxTHEMpOBaHO Vv
KnoHupoeaTh | ‘ Yaanuts | | OTmeHa |
OnemMeHThI AaHHbIX
Bce waBnoHbl | Active Computer - Python - Progra Mpynnbl 3NEMEHTOB AaHHBIX 1 3nemenTel ganHeix 3 Tpurmepsl 1 Fpadmkn KomnnexcHe!e aKkpaHsl Mpaewuna obHapy#eHnA Beb-cuenapin
INEMEHT AaHHBIX MpenobpaboTra
* ma | |sofware List size
Tan | Zabbix arenT (axTuEnbIT) j
* Knwoy | vis file size["C:\zabbix\scripts\soft_listisoft_list.ist] Bribpate
Tun HopMaunKM | Yucnoeod (LENOE NONOKUTENBHOE ) J
EanHuLa u3mepeHna
* Wutepean ofHoenenna | 30m
* Mepuog xpaHeHnA nctopad | 90d
* Mepwog XpaHeHHR AWHAMKKA M3MEHEHWR | 365d
OroBpamenue anaserns | Kak ecrs j noKa3ATE NPEOBPAIORAHMS SHANEHIT

HoBanA rpynna anemeHToB AaHHbIX

Fpynnbl 3nemMeHTOR AaKHbIX | -HeT- -

[Programms and Services

3anonHeHUe NoNA WHEeHTapA yana cetn | -Het- j

Onucaxne

AKTHBWpOBaHO |V

KnoHupoeaTh | | Yaanute | | OTmeHa
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And finally, a simple trigger that will fire when the list of programs changes ...
P4 N2{c1pd MonutopuHr  WMuBeWTapusauws OTueTsl  HacTpoiika  AOMWHMCTpUpOBaHWE

Mpynnki yanoeceTn  lWabnoHs  Yanki ceTw  Obcryswveakue  [leAcTeus  Koppenauus coBeiTui
Tpwurrepsbl
Bece wabnone / Active Computer - Python - Progra... MpPynnbl 3NEMEHTOR aHHbIX 1 ONEMEHTH A3HHBIX 3 Tpwurrepsl 1 Mpadurn KomnnekcHble 3kpaHsl Mpaenna obHapyxeHns Beb-cueHapun

Tpwrrep Temm 3aBNCUMOCTH

* Wms | Ha paGouen ctaHumn {HOST.NAME} M3aMeHWNCA CNMCOK YCTaHOBNEHHLIX Nporpan ‘

BaxHocTb He knaccnduunpoeaHo WHdopmauwa MpeaynpexaeHue Beicokan Ype3ebl4anHan

* Bupamenne | {Active Computer - Python - ProgramListvfs file size['C-zabbixiscripts\soft_list Nobasns
\soft_list Ist"]abschange(j}>0

A
KonctpykTop selpaxenus
Menepauna OK cobeiTui Buipamerune BripaxeHne BOCCTaHOBNEHHA Het
PexuM reHepaunn cobeitnia MPOBNEMA MHOXECTBEHHBIR
PaspewnTs 3aKpsIBaTE BpysHyD |+
URL
Onucanne m
A

Axtvauposaro |+

OBHOBWNTE KnoHwpoeaTe | | ¥aannute | | OTmeHa |

And here is the zipped file ready for import with the template described
above: zbx_export_template_programlist.xml

The scripts described earlier can be found in this archive: soft_list

4. Data collection

It remains to assign the created template to the corresponding host and wait for the start of data
arrival. ©


https://www.mihanik.net/wp-content/uploads/2020/01/zbx_export_template_programlist.xml_.zip
https://www.mihanik.net/wp-content/uploads/2020/01/soft_list.7z
https://www.mihanik.net/wp-content/uploads/2020/01/programlist-6.png
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